
Renewals
The Renewals section is where you keep track of all your expiring POS secure elements and manage their renewal.

NOTE:
This article covers the process of renewing POS secure elements. For instructions about renewing Admin secure
elements, see Renewing Admin Secure Elements.

Notifications about expiring POS secure elements
Notifications are created when a secure element enters one of the expiration periods. You will be notified both via
email and the Taxpayer Administration Portal (TAP).

NOTE:
You will receive automatic notifications about expiring secure elements when any, or all of them, reach their
expiration period.

Also, if you have expiring secure elements, every time when you log into TAP you will see a warning message that
you have secure elements that will expire soon.

 

If you have secure elements in a critical expiration period (the minimum configured expiration period), you will
see the warning message that you need to visit the Renewals page to manage the expiring secure elements.

/help/help/view/546717274/Renewing-Admin-Secure-Elements


 

Manage expiring POS secure elements

To manage your expiring secure elements, click on Yes on the warning message when you log into TAP
(see above).

If you skip the warning message after logging in, you will still be able to access the page for managing
expiring secure elements by clicking on Administration at the top of the page and select Renewals from
the dropdown menu.

1.

 

NOTE:
If you requested a renewal of secure elements, wait for the Tax Authority to process your request. Your
secure element will be renewed in due time.

Do not request a new secure element.

notify the EFD/VMS team on efdenquiry@frcs.org.fj



 

Both options will take you to a new page where the expiring secure elements are listed. The column
Expiry Period shows the the expiration phase for each secure element.

NOTE:
If you logged into TAP with a POS Secure element, you will only be able to see the notification about the
expiring secure element.

2.

 

For easier navigation through secure elements on the list, you can filter secure elements with these
optional parameters:

Location - this option shows only locations with secure elements which are up for renewalo
Expiry period - this option shows only secure elements for selected expiry periodo
UID - this option shows only secure element with selected UIDo

3.



 

NOTE:
If you change the search parameters after you already got some search results, you will reset the changes you
made to the current results.

When you search for secure elements related to a specific location, next to the name of the business location you
will see the unique location ID.

 

In case you have several business locations with the same name but a different address, they will all be listed
with their addresses clearly displayed.



 

For each secure element on the list, you have the following options:

Renew - automatically sends a request for a new secure element that will replace the expiring
secure element

o

Postpone - postpones your decision about renewing a secure element. These secure elements
will be hidden and will appear again on the list when they reach their next expiration period. If the
secure element has reached a critical expiration period (the minimum configured expiration
period), it cannot be postponed any longer.

o

Reject - used if you decide that you will not need the secure element in the future. If you select
this option, you will not be able to renew that secure element anymore.

o

4.

 

You can also use the Renew all or Postpone all options if you want to apply one of these options to all of the
secure elements you searched for.



 

NOTE:
You can renew all or postpone the renewal of all secure elements related to a specific business location.

When you make a decision about all secure elements on the list, click Confirm in the bottom left corner
of the page.

5.

 

If you selected at least one secure element with Reject, you need to click on Yes in the pop-up box to
confirm the decision.

6.



 

If you selected at least one secure element for renewal, a new page will open where you set the
authentication credentials for your new secure elements (the process is the same as when requesting
additional secure elements):

for secure elements issued on a smart card - smart card PIN, pick up location, and additional
person for picking up the card (optional)

o

for secure elements issued PFX files - Password and PACo

7.

 

If you have several secure elements, you can set the same PIN for all smart cards and the same password and
PAC for PFX files.

NOTE:
For security reasons, it is not recommended to have the same credentials for all Secure Elements!

 

 

To set the same PIN for all the chosen smart cards, select the Set the same PIN for all option and enter the PIN in
the pop-up window.

/help/help/view/1166050987/Requesting-Additional-Certificates
/help/help/view/1029847270/Smart-card-PIN


To set the same password and PAC for all PXF files, select the Set the same Password/PAC for all option and
enter the password and PAC in the pop-up window.

 

NOTE:
In order to set the same password and PAC for all PFX files, as well as the same PIN for all smart cards, you need
to tick the box confirming your choice and acknowledging that you understand the security risk related to using
the same credentials for all secure elements.

 

When you finish, click Renew in the bottom left corner of the screen.
8.



You will see another confirmation box - click Yes and your request will be sent to the tax authority for
review.

 

If the review is positive, you will receive an email notification with information about the production of your new
secure elements.

Please ensure to send an email notification to efdenquiry@frcs.org.fj to advise request for renewals completed. 

NOTE:




